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HOJHATHKA
ITapnamenra Ka6apanno-bankapckoii Pecny6jiBxy B 0THOLIEHHH 06paGoTKH
NepcoHaJbHBIX JAHHBIX

1. TepMHHEI B OIIpEOCICHHA
IlepconancHsle JagHBlEe - Mo0as HHQOPMALMA, OTHOCHWIAACS K MPAMO HIH |
KOCBEHHO OIpEJeIleHHOMY WIH onpefelsseMoMy ¢usuueckoMy nuumy (cyOmexty ‘
IIePCOHANBHBIX JaHHBIX). ‘
OnepaTop - ToCcyAapCTBEHHBIH Opral, MyHHITHIANLHbIH OpraH, IOPHIHYECKOe MU |
(bU3UYECKOe JHMIO, CAMOCTOATENHHO MM COBMECTHO ¢ APYTHMH JIMIAMU OPraHU3YIOIIHe 1
(WIE) ocymecTBILTOmye 06paGoTKy NepCOHANBHBIX JAHHBIX, a TAKKe ONpEeNIOMHe
neny o6paboTKH IepcOHaNbHBIX JaHHBIX, COCTaB NEPCOHANBHBIX NaHHBIX, MMOZJIEKAITIX
o6paboTxe, neficTBHS (ONIEpalliK), COBEPMAEMBIE C [ISPCOHANLHBIMM JAHHEIMH. ‘
O6paboTka TEepCOHANBHEIX MJAaHHEIX - moboe geiicTeue (OmepalMi) MIH
COBOKYIIHOCTH AeiicTBUH (oIeparyif), coBepIIaeMEIX C MCIONE30BAHHEM CPENCTB
ABTOMATH3al[M¥ HIH 0e3 HMCIONB30BaHUS TAKUX CPEACTB C IEPCOHANBHBIMH JAHHBIMH,
BKmOdYas c6Op, 3amHCh, CHCTEMATH3ALMIO, HAKOIUIGHHe, XpaHeHHe, YTOUHEHME
(o6HOBNEHKE, M3MEHEHHe), H3BNEYEHMe, HCIIONL30BaHUe, Mepenady (paclpocTpaHeH#e,
NpeLOCTaBleHre, JOCTYI), obe3nuuuBaHHe, ONOKMpOBAHHE, yAaNeHHe, YHHYITOXEHHE

[IepCOHANBHBIX NaHHBIX.
ABroMaTHsEpoBaHHas 0o0paoTka IIepCOHaNBHEIX HOaHHEIX - ofpaborka

[IEPCOHANBHBIX JaHHBIX ¢ HOMOIIBI0 CPEJCTB BEIYHCIHTENEHOH TeXHHKH.
PaclipocTpaHeHHe NEpCOHANBHBIX JaHHBEIX - JeHCTBUs, HampaBleHHBE KHa

PACKpEITHE TIepCOHATBHBIX JAHHLIX HEOTIPENSIEHHOMY KpYTy JHIIL.

TIpenocTapieHue IepcoHaNbHEIX JAHHEIX - NeHCTBI, HalpaBIeHHbIE Ha PACKPEITHE
TIEpCOHANBHEIX JaHHBIX ONPEEIeHHOMY JIHITY MK OpeNeNeHHOMY KpYTy JIHI.

BIOKMpOBaEKe IEPCOHANBHBIX NAHHBIX - BPEMEHHOE NpeKpameHue obpaboTku |
TIepCOHANBHEIX JAHHBIX (32 HCKIIOUEHHEM CIydaeB, eclH obpaboTka HeoOXomuMa Juld
yTQUHEHHUS! NePCOHANBHEIX JaHHbIX).

VHUYTOXKEHHE IEpPCOHANBHBIX JAHHBIX - JEHCTBHA, B pe3ynbraTe KOTODBIX
CTAHOBHUTCS HEBO3MOXKHEIM BOCCTAHOBUTb COJICpXKAHHE IIEPCOHANBHBIX JMaHHBIX B
MBE(QOPMAIMOHHO} CHCTeMe INepPCOHANBHEIX NAHHEIX M (WIM) B DE3YJNbTAaTe KOTOPhIX
VHHYTOXAOTCS MaTepPRAaIbHbIE HOCHTENH NISPCOHATBHEIX JaHHEBIX.

Obe3TMUABaHME ITIEPCOHANBHBIX JAHHBIX - MNEHCTBHA, B Pe3yNpTaTeé KOTOPBIX
CTAHOBUTCS HEBOIMOXKHEIM 0€3 HCIIONB30BaHMs JONONHHTENsHOH HHGOpMAUWH
ONpEJeNTh IPHHAIEKHOCTh IIEPCOHANBHEIX JHAHHBIX KOHKPETHOMY CyOBeKTy
HIePCOHANBHBIX JAHHEIX. '

MudopManyoHHas  CHCTeMa  IIEPCOHANBHBIX — JAHHBIX -  COBOKYIHOCTDH
comepxammxcst B 0a3aX HaHHEIX NEPCOHANBHEIX JAHHBIX H obecrieyHBaOUX HX
06paboTKy MEQOPMAITHORHEIX TEXHONOTHH ¥ TEXHHIECKHUX CPEICTB.
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TpaHCrpaHWdYHas Iepefiaia NEPCOHANBHBIX NHHBIX - T€pefata IEpCOHABHELIX
JAHHBIX HA TEPPATOPHIO HMHOCTPAHHOIO TOCYAapCTBa OpraHy BJACTH HHOCTpaHEOTO
TOCyapcTBa, MHOCTPAHHOMY GH3MYECKOMy JHLY MIM HHOCTPAHHOMY JOPHAMHCCKOMY
JIHLTY.

2. HazHaueHue ¥ IpaBoBasi OCHOBA JOKYMEHTa

ITonuruxa Ilapnamenta Kabapauuo-bankapckoi Pecnybnuku (najnee 1o TeKCTY —
IapnaMeHT) ONpeNesdeT CHCTeMy B3ITIANI0B Ha npoGiaemy obecrneyeHus 6e30NacHOCTH
[IepCOHANBHEIX JAHHBIX U NPE/CTaBisieT coBOH CHCTEMAaTH3HPOBAHHOE N3IOMEHHO nenei
¥ 3314 3aIHUTE], KaK OJHO MIIH HECKOJBKO IIPaBHI, IPOUEXYP, MPaKTHHeCKHX MPHEMOB 1
PYKOBOLSIIMX TIPHHIMIIOB B obnacty HMHGOPMAUHOHHOK 6€30I1aCHOCTH, KOTOPBIMH
PYKOBOJICTBYETCS. OpraHHu3allys B CBOell NesSTeNBHOCTH, 2 TaKkKe OCHOBHBIX NPUHIIHIIOB
[IOCTPOEHHS, OPraHHW3aLMOHHBIX, TEXHOJOTMYECKEX H  IPOIERYPHEIX acIIeKTOB
obecnededns 6e30acHOCTH I1ePCOHANBHBIX JaHHbIX.

JakoHONATENbHO! OCHOBOM HacTosmed ITomureku sBisEoTCd  KOHCTHTYIWA
Poccumiickoit  @epepanmu, [paxgraHckul, VYroJoBHEIH U TpynoBo# KOHEKCHI,
QepepanbHbBIA 32KOH OT 27.07.2006 Ne 152-®3 «0O nepcoHaNbHEIX HNaHHBIXY,
Penepanbybit 3aK0H ot 21.11.2011 Ne 323-@3 «O6 ocHOBax OXpaHEI 3/0POBES IpaKAaH
5 Poccmiickoii @emepalMy», 3aKOHEI, YKasbl, NOCTAHOBICHHsA, APYrve HOpMATUBHEIC
IOKYMEHTH! JeHCTBYIOIIEro 3aKOHOAATENbCTBA Poccuiickoit Pepnepaldd, IOKyMEHTHI
dCTOK u ©Cb Poccun.

Wcoonb3oBanue pAaHpoll I[IONMTHKH B KayeCTBE OCHOBH UL TIOCTPOCHIA
KOMIUTEKCHOM cucTeMsl MHQOpMaluoHHOH 6e30macHOCTH MEPCOHANBHBIX JAHHBIX
OpraHH3aIHH [TO3BOIKT ONTHMHU3UPOBATE 3ATPATEL Ha ee TIOCTPOCHHE.

Ilpi paspaGorke IIONHMTHKM YYUTBIBANHCH OCHOBHBIC IPHHIIHIEL CO3[aHus
KOMIUIEKCHEIX cHcTeM obecredeHHs Ge30IacHOCTH HEQOpMAIHH, XapaKTepHCTHKH H
BO3MOYKHOCTH OPraHU3alMOHHO-TEXHHIECKHX METOJOB W COBpEMEHHEIX alllapaTHo-
NPOTPAMMHEIX ~ CPEACTB  3allUTHl K TpOTHBOAEHCTBHA  yrposaM  Oe30macHOCTH
nHGbOPMALHKH.

OcHOBHEIE HonoxeHust IJomuTuku GasHpyroTca Ha KadeCTBCHHOM OCMBICICHHH
BOIPOCOB 6€30IIaCHOCTH HHQOPMAalyi H HE 3aTparuBaroT BOXIPOCOB 3KOHOMHYECKOTO
.(KONMYECTBEHHOT0) aHANK3a PUCKOB M o6ocHOBaHHA HeOOXONMMBIX 3aTpaT Ha 3alIHTY
yadOpMaLIMH.

3. OCHOBHBIMH OOBEKTAMH CHCTeMHl 0e30MacHOCTH NEPCOHAIBHEIX IAHHBIX B
OpTaBH3aliH SBILIIOTCA: .

—  pHOOPMAUMOHHEIE DECYPCHl C OTPRHHYEHHBIM JOCTYIIOM, cofeprKalue
HepCOHANILHEIE aHHBIE;

—  mpomeccs! 06paboTKu MepCOHANbHBIX TAHHBIX B HE(QOpPMAIMOHHBIX CHCTEMaX
HepcOHaNBHBIX JAaHHBIX MapilaMeHTa, MHDOPMALHOHHEIE TEXHOJOTHH, PErlaMeHTbl U
nponenypsl  cbopa, 06paboTKH, XpaHeHHd H IepejatH HHQOpMALKH, NepcoHal
pa3spaboTIHKOB H TI0NIb30BaTENeH CHCTEMBI X ee_oﬁcny}}ananmnﬁ IepcoHal,

~  undopManmoHHas HE(PACTPYKTYpa, BKIIOHArOUIAd cucTeMsl 00paboTkH H
apan3a MEQOPMAIIMH, TEXHUIECKHE H NIPOTPAMMHBIE CPEICTEA ee o6paboTky, nepenavyy
B 0TOOp2)XEHHs, B TOM YHCIIC KaHAIIBI MH(QOpPMaLHOHHOro 00MeHa ¥ TeJeKOMMYHHKaIIUH,
CHCTEeMBI M CpEJICTBA 3alUTHl MHpopManuy, 06BexThl M TIOMEINEHHHA, B KOTOPEHIX
PACTIONOXEHE! TEXHHIECKUE CPENCTBa 06paGoTKH MepCOHANbHBIX NaHRBIX.
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4. VHTepecs! 3aTparuBaeMbIX CyGBHEKTOB HHPOPMAIHOHHBIX OTHOMIEHUH

Cy6pekraMi HH(QOPMALKOHHBIX OTHOIIEHMH npH obecnedeHHH O6e30mMacHOCTH
TIepCOHAIBHBIX aHHEIX IapaMeHTa ABJIoTCA:

—  IIapNaMeHT, KaKk coGCTBEHHMK HHPOPMAIMOHHEIX PECYPCOB;

—  PYKOBOACTBO M COTPYIHHKM NapJIaMEHTa, B COOTBETCTBHH C BO3JIO)KEHHBIMH
Ha HUX QYHKUHAME;

IlepeuncienHble CYOBEKTH HMH(MOPMAITMOHHBIX OTHOIIEHMH 3aHHTEpPECOBAHEl B
obecreyeHHH:

—  CBOEBPEMEHHOTO KOCTyN2 K HeOOXOAMMEIM MM IEPCOHAIBHBIM JaHHBLIM (mx
IOCTYITHOCTH);

—  jocToBepHOCTH  (TIONHOTHl, TOYHOCTH,  afCKBaTHOCTH, IIEJIOCTHOCTH)
[epCOHANBHBIX JaHHBIX;

—  xoHMMAEHIHAIBHOCTH (COXpaHeHH B TaliiHe) NepCOHAJIBHEIX JaHHBIX;

—  3amuTHl OT HABA3EIBAHMS HM JIOXKHEIX (HEIOCTOBEPHBIX, HCKaKeHHEIX)
TIepCOHATIFHEIX JaHHBIX;

—  pasTpaHMYeHMs OTBETCTBEHHOCTH 33 HapyIIeHHd HX IIpas (MHTEpECOB) H
YCTAHOBJIEHHBIX IPaBHI 0OpaIIeHHs ¢ IEPCORANLHBIMY NAHHBIMI,

—  BO3MOXHOCTM OCYIIECTBIEHHS HENPEPHBHOrO KOHTPONA H  YIpPasIeHHd
HpoLeCcCaMy 06paboTKH U Iepeady IepCOHANTBHBIX JAHHbIX;

—  3aIUTHI IEPCOHANBHEIX JAHHBIX OT HE3aKOHHOTO PaclIpOCTPaHEHIA.

4.1. llenmwy 3almuTEI

QOCHOBHOM IIeNbl0, . HA JOCTHXKCHHE KOTOpOH HalpapJeHBl BCE IIONOKEHII
pacTosieli [IOMUTHKH, SBIAETCS 3alluTa CYOBEKTOB FH(POPMALIMOHHEIX OTHOLICHHH
ap/aMeHTa OT BO3MOXHOTO HaHEeCEHHs MM MaTepHalbHOTO, bU3UIECKOr0, MOPANBHOTO
WM HHOTO yImep6a, TOCPerCTBOM CIydaiHOro WM IpefHaMEepEHHOTO BO3IEHCTBHA Ha
IepCOHANBHEIE NaHHEIE, HX HOCHTENH, IIPOLECCH 06paboTKH U IepeAav.

VkasagHas IeIb JOCTHTaeTCs IIOCpeACTBOM OOeCledeHHs M IOCTOAHHOTO
HONAEPKAHMS CISAYIOMUX CBOKCTB NIEPCOHANBHBIX NAHHBIX:

—  IOCTYHOCTH EPCOHANBHBIX JAHHBIX M1 JIETAlbEBIX moJb30BaTeNeH
(yeroitarBoro GyHKIMOHHPOBAHUA HH(OPMALMOHHBIX CHCTEM I1apIIAMEHTa, IPH KOTOPOM
OJE30BATENH MMEIOT BO3MOKHOCTS IONydeH s HeOOXOMUMEIX [IEPCOHANBHBIX J@HHBIX H
pe3yJIBTaTOB PEEH s 3324 33 IPHEMIIEMOS JLT HIX BpeMa);

—  IeJOCTHOCTH K &YTEHTHYHOCTH (IOATBEPKICHHE aBTOPCTBa) HEPCOHANBHBIX
JAHHBIX, XPaHUMBIX ¥ 00pabaThHBaCMBIX B uH(OPMALMOHHEIX CHCTEMaX IaplameHTa U
TepefaBaeMoi 1o KaHalaM CBA3M;

—  KOHOUJACHIMAIBHOCTH - COXDAHEHHT B TaifHe ONpPeNEeNCHHOH YacTH
TIepCOHANBHBIX [aHHBIX, XPaHHMbIX, oGpa0aThiBaeMbIX H Ni€peHaBaeMBIX IO kaHalaMm
CBSI3U.

HeobxomuMbili ypoBeHb JOCTYIHOCTH, LENOCTHOCTA H KOH(pHMIEHIHATEHOCTH
[epCOHANBHEIX NAHHBIX OOeCIeTHBaeTCH COOTBETCTBYIOILHMH MHOXECTBY 3HATHMBIX

yrpo3 METOJaMH U CPCACTBAMH.
4.2. QOcHOBHBIE 3aJa4H CHCTEMBI oGecrieyeHnss 6e30MaCHOCTH II€PCOHANBHBIX

TAHHBIX
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Il JOCTHOXKEHHS OCHOBHOH IeNH 3alluTHl H obecriedeHHs yKa3aHHBIX CBOMCTB
MepCcOHANBHBIX JAHHBIX CHCTEMa 00ecredeHHs uHGOpMalHOHHOH  6e30macHOCTH
napiaMeHTa JOJDKHA 05eCTIeYHBaTh 5(QeKTUBHOE pelIeHHEe CHEMYIOMHEX 3aa’:

—  CBOeBpEMEHHOE BHISBNEHHE, OLEHKa H IPOrHO3UPOBAHHE HCTOHMHHKOB yIpo3
HH(QOPMALMOHHOM 6€30MacHOCTH, NPUIMH H YCIOBHiL, CIIOCOOCTBYIOIIMX HAHECEHHIO
yimep6a 3aMHTEPECOBAHHbIM CYOBEKTaM ¥H(OPMALIMOHHEIX OTHOLICHHH, HapyIIEHHIO
HOPMAJIBHOTO (QYHKIHOHMPOBAHHS HH(OPMAIHOHHEIX CHCTEM napiamMeHTa,;

—  co3laHHe MeXaHH3Ma ONePaTHBHOIO pearMpoBaHUsA Ha yIPO3bI Ge30TIacHOCTH
HHGOPMAllUH ¥ HETRTHBHEIE TeHACHIIHE;

_  cosjaHMe YCHOBHME I MHEHMMM3AlLMH M JOKAIM3AUMM HAHOCHMOTO ymepba
HeNPABOMEPHEIMM  JeHCTBHAMA ~ (QH3MYECKHX M  IOPHIMHECKHX THN, ocnabneHHe
HEeraTHBHOTO BJMSHHS H JIMKBUNALMA TIOCIEJCTBHH HapyIIeHHA 6e30I1acCHOCTH
HH(OPMAaIIKH;

~  3aIIHTY OT BMeIIaTelIbCTBA B NPONece QYHKIMOHUPOBAHH HHEGOpMaIMOHHBIX
CHCTEM ITapiaMeHTa [OCTOPOHHHX JIHI (HOCTYT K HHGOPMALIMOHHEIM pecypcaM JOMKHEI
FMETh TONBKO 3aperHCTPHpPOBaHHEIE B YCTAHOBICHHOM IIOPANKE TNONIB30BATENH);

—  pasTpaHWYeHHe HOCTYIa IONB30BATENEH K HE(OPMAIHOHHEIM, aNllapaTHBIM,
TIIPOTpaMMHEIM M MHBIM pECypcaM naprameHTa (BO3MOXHOCTH NOCTYII2 TOJNBKO K TEM
pecypcaM H BBLIONHEHHS TONBKO TeX omepanmif ¢ HUMH, KOTOphle HEOOXOMMMEL

KOHKDETHBIM [IOJ30BATEISIM [J19 BHIIONHEHHA CBOMX CIyXeBGHEIX 0013aHHOCTEH), TO €CTh

3aIqUTY OT HECAHKI[MOHMPOBAaHHOIO MOCTYTIa;

_  ofecmeuenye  AayTeHTHOHKAUMM  NOMNb30BaTeNeH, — ydacTByOlWX B
yH(bOPMALEOHHOM 06MeHe (TONTBEpKICHHE NO/UIMHHOCTH OTIIPABMTEN M IOTyJaTelld
HHGOPMAITHK);

—  3amUTy OT HECAaHKIMOHMPOBAHHOH MOIMQHUKAIMY HCIIOJB3YeMBIX B
MHQOPMAIMOHHBIX CHCTEMaX MaplaMeHTa IpOrpaMMHLIX CpeNCTB, a TAlKe 3alluTy
cHCTeMH! OF BHEJADSHHS HeCAHKIMOHHDOBAHHEIX HPOrpaMM, BKIIOYAZ KOMIBLIOTEPHRIC

_BUPYCHI;

—  samury WHGOPMAUMH OrPaHMYEHHOrO MONL3OBAHAL  OT yTeUKH IO
TeXHIYECKUM KaHATIAaM IIpU ee 06paGoTKe, XpaHEHHH 1 ITepejiate 110 KaHaiaM CBASH.

4.3. OCHOBHBIE [TyTH pelleHus 3aa4 CHCTEMBI 3aIlATEI

HocTapleHHEE OCHOBHbIE LN 3aIKMTH H PeleHHe MEepPedHCIeHHEX BhIIIe 3alatd
JTOCTUIalOTCH:

—  CTPOTHEM. yYeTOM BCeX MOATe}aNuX 3aliTe pecypcos HH$OpMaIHOHHBIX
crcTeM TapiameHTta (WHGbOpMAUMH, 3a1ad, AOKYMCHTOB, KaHAIOB CBS3H, CEPBEPOB,
ABTOMATH3HPOBAHHBIX PaGOYHX MECT);

—  XypHalHpOBaHMeM IEHCTBMH IepcoHana, OCYIIECTBALIOIETO OOCTyKUBAHHE
¥ MOZAHGbHKAIMIO IPOTPAMMHEIX B TEXHHHECKUX CPECTR HH(GOPMAIMOHHBIX CHCTEM;

—  [ONHOTOM, pealpbHOM BBHIITOJIHAMOCTBIO H HETIPOTHBOPEIHBOCTHIO TpeboBaBHH
OpraHU3aIHOHHO-PACTIOPSIATENBHBIX JOKYMEHTOB  IapiameHTa 1[I0  BOTpOCaM
obecredenns 6€30IaCHOCTH HHGOPMALMH;

—  [OAZTOTOBKOM AOJDKHOCTHBIX  JIHIL (COprJIHHKOB), OTBeTCTBEHHBIX 34
OpraHU3alMI0 M OCYIIECTBICHHC NPaKTHYECKAX MEPONPHATHH IO obecrieueHHIo
fe30IaCHOCTH TepCOHANBHBIX JaHHBIX M IPOLECCOB X 06paboTKH;
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— HajelNeHHEM  KaXHZOro - COTPYAHHKa (momp3oBarensd) — MHHHMAIBHO
HeoGXOMUMBIMA  JUIsL  BBIIIOJIHEGHHA WM CBOHX QYHKIHOHATBHBIX 06A3aHHOCTEH
[OHOMOUNSAMH 110 KOCTYITy K HHQOPMAIMCHHBIM pecypcaM napnameHTa;

_  yeTkuM 3HaHMEM H CTpOrMM CcoOIIOZeRUEM —BCEMH NONBL30BaTEAMH
UHGOPMAIIHOHHBIX CHCTEM IlapiaMeHTa TpeboBaHUH OpraHM3alMOHHO-
PACTIOpANUTENBHBIX TIOXYMEHTOB 110 porpocaM ofecreverns 6e30macHoCTH HHGOpMAITHY;

—  TepcoHaNBHOM OTBETCTBEHHOCTHIO 33 CBOH JEeHCTBHS KaXHOro COTPYAHHKA, B
paMKax CBOHX (QYHKIHOHAIBHBIX o6 g3aHHOCTEH UMEIOMEro JOCTYI K HHPOPMAIIOHHbIM
pecypcaM TaplaMeHTa;

—  HeNpepHBHEIM NOJNEPKAHACM HeoBXOJIHMOro YpOBHA  3alIHIICHHOCTH
seMeHTOB HH(OPMAIHORHON Cpejlpl NaplaMeHTa, '

—  mnpuMeHeHHeM GQH3HUECKHX H TEXHUIECKHX (nporpaMMHo-annapaTrmD()
CpeJICTB 3aIHTHl PeCypCOB CHCTEMEL 1 HelpephIBHOH aIMHHHCTPATHBHOM NOIEPKKOH X
HCII0JIb30BAHAL;

— 30 deKTHBHEIM KOHTpOJIEM HaJ coOMONECHHEM TI0b30BaTEIIMH
pHGOPMAIMOHHEIX PECYpCOB NapiaMeHTa TpeGoBaruii 10 0OSCIIEYEHIIO 6e30macHOCTH
HEH(OpMaLHY; _

—  JOpHEMYECKOH 3aIATON HHTepecoB NapiameHTa IpH B3aMMOJIEHCTBHH C
RHELIHAME OpTaHM3alHiIME (CBA3AHHOM C o6MeHOM [EepCOHAIBHBIMA IaHHBIMH) OT
IPOTHBONPABHEIX " jefictBui, XaK CcO CTOpPOHBI ITHX opraHu3alMi, Tak H OT
HecaHKIMOHHPOBaHHBIX neiicTBHH 0GCTyKUBAIOMETO NEPCOHATA M TpEeThYX JHAL,

5. IlocTpoeHME CHUCTEMEL, oBecriegenus 0e30I1aCHOCTH [epCOHATBHAIX [AHHBIX
napiramMeHTa, H €e (hyHKIHOHMPOBaHUE JOJDKHEL OCYIIECTBIATECS B COOTBETCTBHH CO
ClIeAYIOMMMH OCHOBHBIMI TIPHHIAIIAMI:

—  3aKOHHOCTB;

—  CHCTEMHOCTH;

—  KOMIDIEKCHOCTB;

—  HeIpepHIBHOCTE;

—  CBOEBPEMEHHOCTD,

—  HpeeMCTBEHHOCTH H HETPEePHIBHOCTD COBEPIIEHCTBOBARMI,

—  pasymHas JOCTaTOTHOCTH (3KOHOMMYECKAs nenecoodpasHocTk);

—  IlepcOHANbHas OTBETCTBEHHOCTS;

—  MHHUMH3AIUA TIOJIHOMOYH;

_  HCKMIOYeHWe KOH(IMKTa HHTEPECOB;

_  p3apMojeiicTBHE ¥ COTPYAHIECTBO;

-~  THOKOCTH CHCTEMBI 3alllHTEI; ‘

—  OTKPHITOCTD ITOPHTMOB ¥ MEXaHU3MOB 3aIIATHI;

—  IpoCTOTa IPUMEHEHHA CPELCTB 3AIUTEL;

— oBOCHOBAHEOCTD ¥ TEXHIYECKas peai3yeMOCTE;

_  cremuanmM3amys | mpoGecCHOHATHIM;

—  00g3aTenbHOCTE KOHTPOJIA.

5.1. 3aKOHHOCTE




; _ IIpenronaraeT OCYIIECTBICHHE 3aIATHBIX MEpONpPHATAH H pa3spaboTKy CHCTEMEI

‘ 6e301aCHOCTH IIEPCOHANBHBIX NAHHEIX MaplaMeHTa B COOTBETCTBHH C HKeHCTBYIOLIMM

3aKOHOJATENbCTBOM B O6JACTH 3aIMTHl TIEPCOHANBHEIX JAHHBIX, @ TaloKe OpYrHx

3aKOHOZATENLHBIX aKTOB TO Ge30MacHOCTH HH(OOpMAalHH P®, ¢ npumeHeHWeM BceX

ZO3BOJIEHHBIX METO/0B OOHApY)XEHUA M NpEeCceucHHi IpaBoOHApyUIeHui Ipu pabore c

IepCOHATBHBIME JaHHbIMH. [IpHHATHIC Mepbl 6e3011aCHOCTH IIepCOHANBHEIX HAaHHBIX HE
JOIDKHBI TIPENSITCTROBATE JOCTYITy NPpaBOOXPAHHUTEIBHBIX OpraHOB B NPEXyCMOTPEHHBIX |
3aKOHOJATENBECTBOM CIIydaiX. . i
Bce mONB30BATENH WHGOPMALMOHHEIX CHCTEM IIapJaMeHTa JIOMKHBL HMMETh |
mpencTapieRHe 00 OTBETCTBEHHOCTH 32 paBoHapylIeRus B 00NacTH 06paboTKH }
\

HepCOHaJIbHBIX JaHHBIX.

5.2. CHUCcTEeMHOCTD
CpcreMHblH T0AX0M K IOCTPOEHHIO CHCTEMBI 3aIIKTHI HEQOpMAIMA B aplaMeHTe

IpenyoiaraeT y4eT BCeX B3aMMOCBA3aHHbIX, B3aUMONEHCTBYIOIIMX ¥ U3MEHTIOIMXCA BO |
BpeMEHH JIEMEHTOB, YCIOBHH M (paxTOpOB, 3HAYHMBIX UL NOHHMAHWA K pelICHMS 1
npo6eMs! obecriedeHns 6e30naCHOCTH MepCoHANBHEIX JIaHHBIX. i
IIpK CO3NAHMM CHCTEMBl SalllHTH JOJDKHBI yMTRIBATECH BCC cnabpie ¥ Hambolnee 1
ysI3BHMBIE MeCTa HHQOPMALKOHHEIX CHCTEM IapiaMeHTd, a TaKKe XapaKTep, BO3MOXHBIE
06bexTH] ¢ HanpaBieHHMsd aTak Ha Hee CO  CTOPOHEI HapyIIuTeJIeH (oco6erHO
BBICOKOKBANHGHLIMPOBAHHBIX 3JI0YMBIILIEHHAKOB). ‘
CaeTeMa 3aIUTH ODKHE CTPOMTCS C YYETOM He TONBKO BCEX M3BECTHELIX KaHaoB |
POHUKHOBEHHS H HECAHKIHOHMPOBAHHOTO AOCTyNA K uHhOpMalMH, HO U C YUETOM ‘
BO3MOKHOCTH  [OSBIEHHA [NPUHIMIHATGHO  HOBBIX myTedl pealMsallii YTpo3 |
6e30I1aCHOCTH.
|
\

5.3. KoMIIIEKCHOCTB
KoMIUIeKcH0e HeoIb30BaHde METOROB U CPEACTB 3aIIHTEl KOMIIBIOTEPHBIX CHCTEM

TIpeArIoyiaraeT COIJIaCOBaHHOE NPHMCEHCHHE pasHOPORHBIX CPEACTB MHpH IOCTPOCHAN
IeNOCTHOM CHCTEMEBI 3aIlUTHL, TIepeKphIBaIONeH BCe CYMECTBEHHbIC (3HaguMBbIe) KaHaIb]
peanpsallly Yrpo3 H HE cofepkamel cnabblX MeCT Ha CTBIKAX OTASILHBIX ee
KOMIIOHEHTOB. 3aIura JOJDKHA CTPOHTHCA SIIENOHHPOBAHO. BHelllgsa 3allHTa JOJDKHA ‘
o6ecreanBaThcs PR3MIeCKHMH CPSACTBAMH, OpTaHH3ANMOHHBIMU 1 [PaBOBBIMU MEpaMH. |

5.4. HenpepbIBHOCTD 3alUThHI

O6ecnedeHre 6e30aCHOCTH NEPCOHANBHEIX NAHHBIX - IpoIecc, OCYLIECTBIAEMBIH
PYKOBOACTBOM  NapiaMeHTa, — OTBETCTBEHHBIMA 3a  oprammsampo-  06paboTku
TIePCOHANBHBIX JAHHBIX H COTPYLHHKAMH BCEX ypoBHeil. DT0 HE TONBKO H HE CTOJBKO
TIPONEAYPa KM MONHTHKA, KOTOpas OCYIMEeCTBILICTCA B OIIpeJeNIeHHbIH OTPe30K BPEMEHH
JUTH COBOKYIIHOCTH CPENCTB 3aUIMTEI, CKOJIBKO NPOLECC, KOTOpBIA JODKEH IOCTOSHHO
HITH Ha BCEX YPOBHAX BHYTDH IaplaMEHTa U KaKIEIt COTPYIHUK I1apiaMeHTa JOJKEH
IPUHUMATE yuacTHe B 3TOM npolecce. JesATensHOCTE 110 obecnedeHHIo HEGOPMAIMOHHOH
6e30IaCHOCTH ABIETCSA COCTABHOM JacThIO HOBCEIHEBHON JesTeNbHOCTH NapiaMeHTa. nu
ee 3(QEKTHBHOCTb 3aBHCUT OT YHacTHd pYKOBOZCTBAa IapiaMeHTa B obecreyeHII
pH(bOPMAIMOHHOH 6€3011aCHOCTH NEPCOHATBHBIX JaHHBIX. :

Kpome Toro, GONBIIKHCTBY GH3MUECKUX H TEXHHYECKHX CPeiCTB 3AlLHTAI IS
3¢)GeKTHBHOTO BRITONHEHHUA CBOHX yHEKIu HeoOXOoUMa TOCTOAHRAT OpraHK3alHOHHAA
(aIMEHHCTPATHBHAs) NMOIIEPKKA (cBoeBpeMeHHas CMEHa U obecneueHre MPaBUIBLHOTO
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XpaHeHHd M IIpHMEHEHHd HMeH, IapoJieH, lepeonpeeNenne OMHOMOYHE H T.L).
IlepepriBbl B paboTe CPEACTB 3alUTE MOTYT OBITH MCIONB30BAHEI 3N0YMBIIIICHHAKAME
IS aHANH3a PHMEHsIEeMBIX METOJOB B CPEe[CTB 3aillUThl, MUId BHEAPEHHS CHEIHUATBHBIX
NPOrpaMMHBIX ¥ aNapaTHEIX "3aKIafok" H NPYTHX CPENCTB IPEONOICHHA 3aMHTEI.

5.5. CBoeBpeMEHHOCTh .

[IpemmonaraeT YOpekAAlOmMui xapaktep Mep obecriedenus Ge30macHOCTH
[epCOHANBHBIX [MAHHBIX, TO €CTh IIOCTAaHOBKY 3ajad II0 KOMIUIEKCHOH 3alluTe
HepCOHANBHEIX JaHHBIX U peatus3alliio mep obecnedeHms 0e30aCHOCTH MEPCOHANBHBIX
JaHHBIX Ha PAHHHX CTAHiX paspaboTKy MHGOPMAUHOHEBIX CHCTEM B LIENIOM M HX CHCTEM
3aIIHUTH], B 9aCTHOCTH.

Paspa6oTka CHCTEMB! 3aIOMTHl NO/DKHA BECTHCH NApajlieNbHO C pa3paboTkoil U
pa3sBUTHeM CaMHX 3alIMIIaeMbIX HHGOPMAIHOHHBIX CHCTEM. DTO IIO3BOJHT Y4UeCTh
TpeboBaHKA Ge30[aCHOCTH IIPH NPOSKTHPOBAHHH apXUTEKTYPH! U, B KOHEYHOM CHETE,
co3nate Honee >3 QeKTUBHBIE (KaK 110 3aTpaTaM pecypcoB, TaK H II0 CTOMKOCTH) CHCTEMBI,
o6namaroIIye JOCTaTOYHBIM YPOBHEM 3aIMUINEHOCTH.

5.6. TIpeeMCTBEHHOCTH H COBEPIIEHCTBOBAHNE

[IpeamosaraeT IOCTOSHHOE COBEPIUEHCTBOBaHHE MEp M CPCACTB  3AlHTEL
IepCOHATBHBIX AaHHBIX HA OCHOBE IIPEEMCTBEHHOCTH OPTaHH3ALMOHHBIX H TEXHHIECKHX
pelleHHit, KaXpOBOIo COCTaBa, aHanu3a QYHKIHOHMPOBAHHMS HH(OPMAIIMOHHBIX CHCTEM
maplaMeHTa ¥ CHCTEMBl MX 3allWTHI C Y4eTOM H3MEHCHHH B METONaX H CpeACTBaxX
mepexpaTa MHOOpPMALMHM, HODMATHBHBIX TpeGoBaHME II0 3alHTe, JOCTUIHYTOIO
OTEUEeCTBEHHOT'O H 3apyOeKHOTO OIIbITa B 3TOH 061acTH.

5.7. PasymHas JOCTaTOYHOCTH (SKOHOMHKIECKasd 11e71ec000pa3sHOCTD)

[IpefmonaraeT COOTBETCTBHE YPOBHA 3aTpaT Ha ofecmedenue 6e30IIaCHOCTH
IIepCOHANLHEIX JAHHBIX EHHOCTH HH(OPMAIOHHEIX PECYPCOB 1 BETHTIHHE BOSMOXKHOIO
yumepba OT KX pasrWailleHus, YTParTsl, YTEUKH, YHHYTOXKEHEHA H HCKAXEHHA.
Vcmonb3yeMEle Mephl © cpeacTBa ofecredenns 6e30MacHOCTH HH(pOpMan¥OHHEIX

pecypcoB HE IOOJKHBEL 3aMEeTHO YXYAIIaTh SProHOMHYIECKHE [IOKa3aTeNIN paﬁorm'

KOMIIOHEHTOB MH(GOPMALMOHHLIX CHCTEM NapiaMeHTa. MI3MHIIHKHE MEpEHl 0e30IacHOCTH,
HOMHEMO 3KOHOMKYeckoil He3((hEKTHBHOCTH, NPHBOAAT K YTOMIECHHIO M PasIpaXXCHHIO
nepcoHala.

Co3mats abCONIOTHO HeUpeoXONHMYH CHCTeMy 3alllAThl  NPUHIMIHATBEHO
HeBO3MOXHO. [JOKa NepCOHANBHEE NaHHEIE HAXONATCH B OOpAalNeHHH, NPHHMMACMBIC
Mephl MOTYT TOJIBKO CHU3UTH BEPOATHOCTh HETaTHBHBIX BO37EHCTBHH MK yIepb oT HUX,
HO He MCKIIOUHMTh HX IOJHOCThIO. IIpM JOCTATOYHOM KOJNHYECTBE BPEMEHH M CPEACTE
BO3MOJKHO NpeojojieTh mofylo 3ammury. JlosToMy HMEET CMBICH pacCMaTpHBaTh
HEKOTOPHIA IpHeMIeMbll ypoBeHb obeclieyenus BesomacEocTH. BricokodhdexTHRHAS

.CHCTeMa 3all[WTE CTOUT JOPOro, MCIIOJB3yeT IpH paboTe CYIMEeCTBEHHYIO JacTh peCypCoB

¥ MOYET CO3ABATH OILIYTHMBbIE AOTOJHATENbHBIE HEYA0OCTBA IIOJIB30BATENLIM. BaxxHo
NpaBHIILHO BBIGPATh TOT JOCTATOYHEIH YPOBEHb SAIIUTHI, [IPH KOTOPOM 3ATpathl, PHCK K
pasMep BO3MOXKHOT0 yiep6a 651rn GBI pYeMIeMBIMIL -

5.8. IlepcoHanbHasg OTBETCTBEHHOCTD
I[IpennonaraeT BO3JNOMKEHME OTBETCTBEHHOCTH 34 obecneuenre 6e3onacHOCTH

IepCcoHanbHBIX HBAaHHEIX H CHCTEMBI HX 06pa6OTKH HAa KaXXJOTr0o COTPYAHMKA B mpenenax
ero IIOJTHOMOYHH. B cCcoOOTBETCTBHM ¢ OSTHM IIPHHIHNOM pacnpeseleHne npaB H
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063aHHOCTEH COTPYNHHKOB CTPOMTCA TaKkuM 06pasoM, yToOBl B Ciydae jnoboro
HapyIIeHHs KpyT BUHOBHHKOB OBUT YeTKO H3BECTEH WM CBEACH K MUHIMYyMY.

5.9. MuHMMM3aIHs JTOIHOMOYHI

Q3Hayaer nNpefOCTaBleHHe IIONb30BATENSIM MHUHMMANBHBIX I1paB AOCTyna B
COOTBETCTBHH €O CHyxebHOH HeoGXOIHMOCTBIO. JIOCTYNn K II€pCOHANBHBIM JAHHBIM
JOJDKeH pENOCTABJATECS TONBKO B TOM Ciydae H o0beMe, ecid 3TO Heo0X0auMO
COTPYZBHMKY IJISI BEIIOJHEHHUs! €T0 JOJDKHOCTHBIX obs3aHHOCTEH.

5.10. McxmoueHue KoHGIUKTa HHTEPECOB (pasaeneHue GyHKLIHA)

OddexTrBHas ~ CHCTEMa obecreuesrds ~ HHQOPMAIMOHHOK  0€30MacHOCTH
IIpezrioaraeT 4eTKoe pasfceHne 0653aHHOCTEH COTPYAHMKOB B HCKIIOYEHHe CHTYaIlH,
xorga cdepa OTBETCTBEHHOCTH COTPYAHHKOB JIOIyCKaeT xoHGuKT HHTepecoB. Cheps
[IOTEHUMANBHEX KOH(IMKTOB HOJDKHB! BBIABISTECH, MHHMMH3HPOBAThCA, M HAXONUTCH
IT0j{ CTPOTMM HE32BHCHMEIM KOHTpOJNEM. Peanusanus AaHHOIO IPHHIHNA [PeAnoNaract,
4TO He OIMH COTPYAHHK He JOJDKEH MMETh IOJTHOMOYHH, O3BOITIOIINX eMy CIHHOIMEHO
OCYIIECTBIATE  BHINIONHEHHE  KPHTHIHBIX onmeparuif. Hagenenue COTPYIHHKOB
[TOHOMOYIMAMY, OPOXIAIOIIMMHE KOH(JIHKT HHTEpecoB, JaeT eMy BO3MOXHOCTS
IOHTACORBIBATh HH(POPMALHIO B KOPLICTHEIX IEJIIX HIH C TEM, 9T06EI CKPHITH IIPOOIEMEL
JIM TIOHEeCeHHsle YORITKH. JIIi CHIDKEHHMA PHCKa MAaHMITYNHPOBAaHHA NSPCOHANBHLIMH
JAHEBIME ¥ PHCKA XHINEHWs, TaKke IOJIHOMOYHA NOJDKHBI B MAKCHMAILHO BO3MOXKHOH
CTemeHH GHITh pasfeNeHbl MEXY PasiMgHBIME COTPYAHHMKAMH HIH II0JpasfelentiiMa
opranmsanuu. Heo6xogumo NpPOBOJHMTE NEPHOXNMHECKHE IPOBEPKH 00g3aHHOCTEH,
yHKIMA ¥ NEATEIHHOCTH COTPYJHHMKOB, BBIIONHAIOMIAX KIHOUEBble (GYHKUMH, C TEM,
4ToBEl OHH HE MMeNH BO3MOMCHOCTH CKPHIBATH COBEpPLIEHHE HENMPaBOMEPHBIX IeACTBHH.
Kpome TOro, HEOOXOAKMMO NPHHMMATE CIIELHAIIBHBIC MEPEI 10 HeJOIyIIeHHIO0 CroBopa
MEXKIY COTPYAHHKAMH.

5.11. BzamMomeicTBYE ¥ COTPYIHHYECTBO

Ipenmonaraer co3nanKe 6IaronpusITHOR arMochepsl B KOJUIEKTHBE IapiaMeHTa. B

TaKOH OBCTAHOBKE COTPYNBHKH JAOJDKHEI OCO3HAHHO COQIIOAATH YCTAHOBNEHHBIE IpaBuila
4 OKa3LIBATH COMEHCTBHE NEATENBHOCTH OTBETCTBEHHOrO 32 06paBOTKY IEepCOHAIBHBIX
TOAHHBIX. :
BaxHEIM  OSMeMeHTOM 3ObGEeKTHBHOM CHCTEMEI 0becredeHHs 0e301acBOCTH
NepCOHANBHEIX JAHHBEIX B TaplaMeHTe SBIAETCS BBICOKad KyJIbTypa paGoTel ©
pHpOpMarMel. PYKOBOACTBO IapiaMeHTa HeCeT OTBCTCTBEHHOCTL — 3a cTporoe
COOMIOZEeHUE 3THUECKMX HOPM M CTaHAapTOB mpo)eCCHOHANBHOH  ISATENBPHOCTH,
NoJUepKUBAIOMEd M JEMOHCTpUpYIOLled Ilepconaly Ha BCEX YPOBHAX BaXXHOCTb
obecnegenns HMHGOPMAlHOHHOM  0e30MacHOCTH — NaplaMeHTa. Bce  COTpYAHHKH
napyiaMeHTa NOJDKHB! IIOHMMATh CBOXO POJIb B IPOLECCe obecriedeHns MHGOPMaROHHOH
6e30IIaCHOCT! ¥ NPMHAMATh ydacTHe B 3ToM mpouecce. HecmoTpd Ha TO, 1T0 BEICOKAS
KyipTypa  ofeclieueHHs  HHQOPMAIMOHHOH fe3onacHOCTH  He  TapaHTHpYeT
ARTOMATIIECKOTO TOCTYIKEHHUS LIgNel, e OTCYTCTBHE CO3AacT GoNpIIe BO3MOXKHOCTEH JJIs
HapyleHus Ge30NaCHOCTH HITH He 00HAPYKEHUS ¢axToB ee HapyLIEHN.

5.12. I'm6KOCTB CHCTEMBI 3aLIHUTEI
Cucrema obecredenus MHGOpMAlHOHHON 0e30NaCHOCTH ROJDKHA 65ITs crocobHa

pearnpoBaTh Ha H3MEHEHHA BHeHIHeH cpensl H YCHOBHMH OCYLIECTBICHUL T1apIaMeHTOM
cBoeil IeATENBHOCTH. B YHCIIO TaKUX M3MeHEeHKHH BXOAAT:
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—  p3MeHeHHd OpraHH3allHOHHOM K mITaTHON CTPYKTYPBI NIaplIaMeHTa,

_  u3MeHeHHe CYUISCTBYIOIIMX MM BHEApeHHE IPHHUIMIHAIBHO HOBBIX
HHPOPMALMOHHEIX CUCTEM; '

—  HOBBIE TeXHHYECKHE CPeACTBa.

CBOJCTRO THOKOCTH CHCTeMBl OOecTIeueHHS yHpOPMAIMOHHOH 6e301MacHOCTH
y36apiseT B TAKMX CHTYalpsiX OT HEOOXOXMMOCTH HPHHATHS KapIuHBAIbHEIX MEp II0
MONHOH 3aMEHe CPEICTB ¥ METOLOB 3allATHl Ha HOBBIE, HIO CHWKaeT ee OOIIYIO
CTOMMOCTb.

5.13. OTKpHITOCTS AITOPUTMOB H MEXAHH3MOB 3alIMTEL

CyTh IPUHIANA OTKPBITOCTH aJITOPHIMOB 1 MEXAHHM3MOB 3aI{TH] COCTOHT B TOM,
yTO 3AIMMTA He NOJKHA 0BecrevdBaThCi TONBKO 33 CHET CEeKPETHOCTH CTPYKTYPHOH
OpraHM3alM¥ ¥ airopHTMOB YHKIMOHHPOBAHUSI ee TOACHCTEM. 3HaHHe AIrOpUTMOB
pabOTHl CHCTEMBI 3alIMTHI HE JOJDKHO JaBaTh BO3MOXHOCTH €¢ IPEOHONEHH (maxe
apTOpaM). JTO, ONHAKO, HE O3HAYACeT, €TO mHbOpMalKs 06 HCIIONB3YEMBIX CHCTEMAX "
MeXAHH3MAX 3aIIATH JOIDKHA 6BIT 06IIEIOCTyHA.

5.14. IIpocroTa MpHMEHEHUs CPEACTB 3aIMHTHI

MexaEA3MblL H METOXbI 3ITH! JOIDKHBL OBITH HHTYHTHBHO JIOHSTHBI ¥ IIPOCTEL B
BCToNB30BaHEN. IIpHMeHeHye CpeICTB B METONOB 3AMIATHI HE MOIDKHO OBITH CBH32HO CO
sHAHAEeM CIENMANBHBIX S3BIKOB MIH C  BHIIOTHEHHEM meiictuii, TpebyromHX
3HAYHUTENHHBIX TOTIONHHTENBEBIX TpYLO3aTpaT TIpH OGBIIHOM pabote
3aperHCTPUPOBAHHBIX onB30BaTeNe, 4 TakKe He JOIDKHO TpeGOBaTh OT IHOJIB30BATEI
BHITOJIHEHHS PYyTHHHEIX MaJOIOHATHBIX MY oIepaundi.

5.15. OB0CHOBAHHOCTE U TEXHHYECKas peanu3yeMoCTh

VHbOopMaLEOHHEIE TEXHONOTHH, TEXHIIECKIE U TIporpaMMEEIe CPEACTB2, CPEACTBa
¥ Mephl 3aUTUTEl IEPCOHANBHEIX JAHHBIX JOIDKHEI OBITH peaNy30BaHbl Ha COBPEMEHHOM
ypOBHE Pa3sBHTVS HAyKH U TEXHUKH, 060CHOBaHEI C TOUKH 3PEeHUS JOCTIKEHHUS 3a1aHHOTIO .
ypoBHA 6€30IMacHOCTH ua(OpMaIlHH K »KOHOMHMUECKOH I1e71eCcO000PasHOCTH, 2 TaKKe
JIOJDKHEL COOTBETCTBOBATH YCTAaHOBNEHHEIM HOpMAaM i TpeGoBaHHAM MO 6e30NacHOCTH
IIepCOHANBHBIX TaHHBIX. '

' 5.16. Creupanusaiys ¥ OpodecCHOHATNZM

IIpennonaraeT NpHMBIEICHHE K paspa6oTKe CPENCTB M pealusalluil Mep 3aIqHTEl
TIepCOHATBHBIX JAHHBIX CIIEIMANTH3HPOBAHEEIX OpraHu3aluH, Hapboyee MOATOTOBICHHBIX
K KOHKDETHOMY BHJYY HEATEJEHOCTH IO o6ecneueHHIo 6e30IacHoCTH HHGOPMAIMOHHBIX
pecypcoB, MMEIOLIEX OMBIT TpakTiHieckolf paboTsl H roCyZapCTBEHHYIO JHUCH3HIO Ha
TIpaBo OKa3aHHA YCIYT B sToff 0GNACTH. Peanusanysd aIMUHHCTPATHBHBIX MEp M
SKCIUIyaTAllusi CPeACTB  3allUThl  JIOJDKHA OCYINECTBIATECS ~ TPOQECCHOHANBHO
[OJFOTOBJIEHHBIME CIIEHANMCTaMy  [apiamMenTa {(OTBETCTBEHHBIX 3a OpraHH3alHIo
TIepCOHABHBIX JAHHBIX). '

5.17. OO6a3aTeIBHOCTE KOHTPOJIA

IpenmosnaraeT 0053aTEIBHOCTE H CBOEBPEMEHHOCTh BBIABICHUS M- TMPECEdCHIA
[ONLITOK  HApyIIEHHs  YCTAHOBJEHHBIX — Ipasui, obecreuenus  0e30MacHOCTH
NepCOHATBHAIX JaHHBIX, Ha OCHOBE JCIIONB3YeMbIX CHCTEM M CPEACTB 3aliTHl
IepCOHANBHEIX JAHHBIX, IIPH COBEpILIEHCTBOBAHUH KPHTEpHEB U METONIOB  OIIEHKH

b (eKTUBHOCTH ITHX CHCTEM 1 CPEACTD.
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KoHTpOIIb 33 AESTeILHOCTHIO TH0GOr0 [OIB30BATENS, KOXOro CPe/ICTEA SAMUTEL X
B OTHOIIEHHH J060ro 0GBEKTa 3AMKUTEE ZOJDKEH OCYIIECTBIATECA Ha OCHOBE PHUMCHEHIA
CpEACTB ONEPAaTHBHOTO KOHTPOIA M PETHCTpallil M JOJDKEH OXBaThIBATh KaK
HeCAHKIMOHKPOBAHHEIE, TAK ¥ CAHKIIMOHUPOBaHHEIE JeHCTBHS noab30BaTeneil.

KpoMe Toro, 3 heKTHBHAs CHCTEMA obecneueHnsa HHGOpMAITMOHHOK 6e30I1acHOCTH
TpefyeT HaNM4HA aJeKBATHOH M Bceobpemimomeil HHGoOpMalK O TeKyLIeM COCTOAHHH
JIPOLECCOB, CBA3AHHBIX C IBIKCHHEM uHQOpPMAllMK M CBeNeHHH o CoOMONEeHUH
YCTaHOBNEHHBIX HOPMaTHBHBIX Tpe6oBaHMil, a TaKkKe IOMOTHHTENHHOH HHGOpMAallHH,
AMeloleil OTHOIIEHHe K NpHHATHIO pemeHui, HdopMalua A0IDKHA OBITH HANIEXKHOMH,
CBOEBPEMEHHOH, JOCTYIIHOM U NIPaBHIBHO o OpMIICHHOM.

He0CTATKH CHCTEMEI 0becreuer s MHGOpMAIHOHHON 6e30naCHOCTH, BBIABJICHHEIE
COTpY[HHKAMH IapiaMeHTa HOKHEI ~HEMELICHHO  MOBOXMTRCA MO CBENCHHUA
PyxosomuTens Anmnapara llaprameHTa KBP H oOIepaTHBHO YCTpaHATbCA. Bompockl,
KOTOpBIe KaXyTcs HE3HAYMTENBHBIMH, KON OTASBHBIS IPOLECCH paccMaTpHBAIOTC
M30JHEPOBAHHO, MPH PACCMOTPEHHUH HX HADANY C APYTHMH aCUEKTAMH MOTYT yKa3aTh Ha
OTpHIATENsHEIE TEHAEHIIUH, IPO3AIIye NepepacT! B KPYyIHBIC HEJOCTATKH, €Cll¥ OHH He
6yayT CROEBPEMEHHO YCTPAHEHEL.

6. Mepsl o6ecrederns HEGOPMAIHOHHOH 0e30acHOCTH

Bce Mephl obecredeHns 6e30m1acHOCTH HHMOPMAIMOHHEIX CHCTEM NaplaMeHTa
TIOZIpa3AeIAIOTCS Ha:

—  mpaBoBBie (32KOHOMATENBHEIE);

~  MOpabHO-3THYECKHE;

—  TEeXHOJOTHYECKHE;

—  OpraHM3allIOHHBIE (2AMHEHNCTPAaTHBHEIE);

—  (U3HYECKHE;

—  TexHWYeckue (amnapaTypHble A IIpOrpaMMHEIE).

6.1. 3axonomarelbHEIE (TPABOBBIE) MEPHI 3aIIUThI

K npaBoBBIM MepaM 3aIIUTEl OTHOCATCA neficTBYIONIHE B CTpaHe 3aKOEBI, YKa3bl H
HOpMATHBHEIE aKTHl, PErIaMEHTHPYIOMME MNpaBiia ofpaleHns € IepCOHATBHBIMA
N2aHHBIMH, 3aKpelldioliHe IpaBa Y 06A3AHEOCTH Y4YACTHHKOB HH(OpMAIMOHHBIX
OTHOMEHWH B mporecce WX 06pabOTKM H HCIIONB30BAHMA, & TAKKe yCTaHABIMBAIOIIHE
OTBETCTBEHHOCTh 33 HapyIleHus 5THX mnpaBwi. [IpaBoBee MEpHl 3al(UTRI HOCAT B
OCHOBHOM  YIIPEXIArOIIHiH, npodHIaKTHYECKHH XapakTep H Tpe6yIOT NOCTOSHHOH
pasbACHHTENsHOH paboTsl ¢© [ONB30BATENAME X  OOCIYXHBAIOMUM TIEPCOHATIOM
HH(POPMAITHOHHEIX CHCTeM NaplaMeHTa.

6.2. MopansHO-3THIECKHE MEPH 3alHTEL

K MOpaNbHO-3THYECKHM MepaM OTHOCHTCH  HOPMEI IOBEJEHNS, KOTOpHIe
TPANWIIMOHHO ~ CHOXWIMCH ~ HIM  CKIABIBAIOTCA 0o Mepe  PpacnpoCTpaHEHHA
MH(}OPMAIMOHHEIX TEXHONOTHH B ofrectBe. DTH HOPME! GONBINEH YaACTHIO HE ABISIOTCA
oBs3aTeNbHEIMY, KaK 3aKOHOJATENBHO YTBEpXKACHHEIE HOPMATHBHBIE aKTh, OJIHAKO, HX
HecoBMoneHre MOXKET IIPUBECTH K IANEHHIO aBTOPUTETa, HPEeCTHa yesjoBeKa, [PYIIIbI
JIF VI OpraHu3aliy B LenoM. MopaisHO-5THHECKHE HOPME] OBIBAXOT KaK HEMMCAHEIE,
Tak W TMCaHBlE, TO eCTb OGQOpMICHHBIE B HexoTopelil cBoA (ycTaB) IIpaBAJ MIH
npennvcanuii. MoparbHO-3THIECKHE Mepsl 3alIUThl SBJIAIOTCA NpoGUNaKTHIECKUMHE K
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TpebyloT MOCTOAHHON paboTHl 1O CO3NAHMIO 3AOPOBOTO MOpAJIBHOTO KNHMAaTa B

KOJUICKTHBE.

6.3. TeXHOJIOTHYECKHE MEPHI 3aITHThI

K IanHOMY BHIY MEp 3alliThl OTHOCSTCS PasHOTo Pojia TEXHOJNOIHHECKHES PELICHIA
M [pHEMBl, OCHOBAaHHbIE Ha HCIONB30BAHMM HEKOTOPSIX BHOB H30BITOYHOCTH
(cTpyXTypHOH, (YHKUHOHAIBHOH, UHGOPMAIMOHHOH, BpEMeHHOH X T.IL) H
HATpaBJeHHHE Ha yMEHbIEHWe BO3MOXHOCTH COBEpIIEHHA COTPYIHHKAMH oHnboK H
HapyIIeHHH B paMKaX IPefOCTaBICHHBIX HM TIPaB U TIOTHOMOYHH.

6.4. OpraHa3alOHHEBIE (aOMUHHBCTPATHBHEIE) MEPHI 3AITUTE]

Oprasy3anidoHHbe (aIMUHECTPATHBHEIE) ~Mephl  3aMMTBl - 3T0  MEph
OPraHM3aIMOHHOTO XapakKTepa, PEerMaMeHTHPYIOIIue IPONECCEl (YHKIMOHHPOBAHH
cHCTeMsl 06paBOTKY [IEPCOHANBHEIX NaHHEIX, HCIIONB30BAHHE €€ peCyPCoB, JEATENbHOCTD
oBCTyKUBaIOIIEro MepcoHaNa, a Tarke IIOpAAOK B3a¥MOMEiiCTBHA IOoJjb30BaTenel ¢
cHcTeMoH TakuM o6pasoM, uToOH B HanGoNbeH CTENEHH 3aTPYAHHTE HIH HCKIIOUHIR
BO3MOYKHOCTb PEATH3aIMH Yrpo3 6€30MacHOCTH WK CHU3UTD PasMep IIOTEph B CHydYae HX
peanu3anuu. '

6.5. (POpMHEpOBAHHE HOMUTAKH 6€3011aCHOCTH

[apHas Tens aAMHEHCTDATHBHEIX Mep, NPEAUPHEHMACMBIX HA BHICIIEM
yIpaBIeHIeCKOM YPOBHE - chopMypoBark MONUTHKY B obnacta obecnedeHI
6e30I1aCHOCTH [IEPCOHANBHBIX JAHHBIX (OTPKAIOMIYI0 MOAXOABL K 3aIIHTe IepCOHANBHBIX
IAaHHBIX) B 00ecleurTs ee BEIIONHEHHE, BELICILT HeoBXoIMMEIE pecypChl B KOHTPOJINDYA
COCTOSHHE JIEI.

C mpakTH4eckoH TOUKH 3PEHHA TOIUTHKY B obnacTi obecredenus 6e30MacHOCTH
MepCOHANBHBIX HAHHEIX B MapiaMeHTe nenecoobpasgo pasbure Ha nBa yposHdA. K
BepXHEMy YPOBHIO OTHOCSTCA PCIIEHHsS DYKOBOZICTEA, 3aTPArHBAIOIIHE HESTENPHOCTD
napnaMeHTa B IenoM. IlonmrHKa BEpXHEro YPOBHS AOIDIHA YeTKO OYEPTUTH chepy
BIMAHHS A OTPAHEIEHIS [IPH OTIpeeNe Y eleH 6e30MaCHOCTH MMePCOHANBHBIX JaHHbIX,
OYIpE/IENHTE KaKMMH pecypcamu (MaTepHANbHEIS, CTPYKTYPHEIS, OpraHH3alHOHHbIE) OHH
6yIyT HOCTHTHYTHI, W HaiTd pasyMHBIH KOMIIDOMHCC MEXILY - IPHEMIIEMBIM YPOBHEM
6e30macHOCTH ¥ QYHKIHOHAIBHOCTEIO.

TloNHTHKA HIOKHETO YPOBHS, ONpeNeiel HpoLeAypEl, W IpaBHia AOCTIKCHHA
yemeti 1 pemTeHWs1 3afad (E30NACHOCTH INEPCOHANBHBIX JAHHBIX H JNeTATH3NPYET
(pernaMeHTHpYeT) 3TH IpaBHIa: ,

—  KaKOBBI POJH ¥ 0643aHHOCTH JOJDKHOCTHBIX JIKII, OTBEHAIOIIHE 33 IpoBeAcHNE
[ONMTHKH 6€30NaCHOCTH IIePCOHATBHBIX JAHHBIX;' :

_  KTO HMeeT NpaBa AOCTYIa K TEPCOHAIBHBIM IaHHBIM, KTO I IIpd KaKmux
yCIIOBHAX MOXET YHUTaTh K MOTU(UIMPOBATE ePCOHATLHEIC JAHHBIE U T.JI.

*  TlonuTHKA HMXXKHEIO YPOBHA JIOJDKHA!

—  TpefyCMAaTpUBAThH PEraMeHT MH(OPMALHOHHBIX OTHOIIEHKH, ACKIFOHAIOMIHX '

BO3MOXHOCTE MPOH3BOIBHEIX, MOHKOTIONBHBIX HIIH HeCaHKIIHOHHPOBaHHBIX ILEﬁCTBHﬁ B

OTHOIIEHNH HHPOPMAIIMOHHBIX PECYPCOB;
—  ONpefeNnaTh KOANHIMOHHBIE U HEPApXUIECKUC NPUHLMIET ¥ METOXBI

pasyieNeHus] CEKPETOB H pasrPaHyide M JoCTyNa X IepCOHATBHBIM HaHHBIM;

o
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—  BHIOMpaTh NpOorpaMMHO-TEXHUYECKHe (anmapaTHble) cpencTsa
npotupoxneiictuss HCJ, ayTeHTH(UKaIMH, aBTOPH3aMH, HACHTHGHKALHE H JpyrHx
AIIMTHBIX  MEXaHW3MOB, OOECIEYMBAIONIMX TApaHTHH  pealusali 1pas M
OTBETCTBEHHOCTH CyGHEKTOB MHMOPMAIIMOHHEIX OTHOLIEHHH.

6.6. PermaMeHTalla JOCTYNa B IOMEIIECHHS

KOMIIOHEHTH MHOOPMAIMOHHEIX CHCTEM MapllaMeHTa JOKHBI pasMemarsCd B
HOMEINEHHAX, HAXONIIMXCA TOX OXpaHoH WM HaGNIofeHHeM, HCKIIIOYAIoIIHM
BO3MOIKHOCTh GECKOHTPOIBHOTO IPOHMKHOBEHHS B NOMEMEHHA NOCTOPOHHMX IHI H
06eCTIeTHBAOIIEM (GU3MIECKYIO COXPAHHOCTH HaXOAAIMHUXCs B IIOMELICHHH 3AMHUINAEMBIX
pecypcos (nokymeHToB, APM 1 T.I.). Y60pKa TaKuX NOMENIeHKH JOKHA POH3BOAKTECS
B OPHCYTCTBHH OTBETCTBEHHOIO COTPYAHMKA, 32 KOTOPBIM 3aKpEILICHEI JaHHbIe
KOMIIOHEHTBI, C COONIOZIeHHeM Mep, MCKIFOYaloIUX JOCTYN IIOCTOPOHEHX JHIl K
3aIMUIIaeMBIM HHOPMAIIMOHHEIM PECypCaM. ‘

Bce DOCTOpOHHME JHIA JONYCKAloTC B TNOMEMEHHY ¢ KOMIOHEHTAMH
#H(QOPMAITHOHHOM CHCTEMBI TONBKO B IPHCYTCTBHY COTPYAHAKOB TIapraMeHTa,

ITo OKOHYAHHH paBodero [, TOMEmEHH s, B KOTOPEIX Pa3MEIIaloTCH KOMIOHEHTEI
HAMOPMAIIHOHHEIX CHCTEM IIAp/IaMeHTa, JOJDKHb! 3aIHPaThCs Ha IO,

B ciyuae OCHAINEHHS OMEIIEHNM CpeaCTBaMK OXPaHHOH CHIHANH3AINMH, a TaloKe
ABTOMATH3HPOBAHHOM CHCTEMOH NpHeMa H PEeruCTpalid CHTHANOB OT ITHX CPEICTB,
TIpHeM-CHaYa TaKuX HOMEINeH}H IO/ 0XpaHy OCyMECTBIACTCA Ha OCHOBaHMH CIIEIHAIBHO

paspabaTrIBaeMO¥ MHCTPYKIHH.
6.7. PeryiaMeHTAIHs JOMycka COTPYAHMKOB K HCIONB30BAHMIO MH(OPMAIIHOHHBIX

pecypcoB

B paMxax pa3pellHTeNbHON CHCTEMBI (MaTpHUBI) HOCTYIa YCTAHABIHBAETC: KTO,
KOMY, KAKyl0 WHGOpPMAlIo H s KaKkoro BHJa JOCTyNa MOXET NPENoCTaBHTb H IpH
KaKHX YCTIOBHSIX.

Jlomyck monp3oBareleif k pabore ¢ MHGOPMAIMOHHBIMY CHCTEMAMH [apIaMCHTa 1
JOCTYII K MX pecypcaM JOIDKeH OBITh CTPOTO perNaMeHTHpOBAH. JIrobBle M3MEHEHHA
cocTapa ¥  IOTHOMOYME IONb30BaTeNeH IOACHCTEM  JOIDKHEI — TIPOH3BOIUTHCA

YCTaHOBJIEHHBIM HOPAAKOM. _
VpOBEHB IIOJFHOMOUMH KaXA0ro IIOJNE30BATEIL ONpeneIaeTCa HHOUBHIYAIIbHO,

cobmonas clemyionue TpeboBaHus:
—  KaKOHM COTPYNHMK JIONB3YETCA TONBKO HPENIMHCAHEBIME €My NpasaMi 110

'OTHOLIEHMIO K HEPCOHANLHBIM J@HHBIM, C KOTOPBIMM €My HeobxomuMa pabora B

COOTBETCTBHH C JOJDKHOCTHEIMHM OOs3aHHOCTAMH. Pacrmpenue Ipas JoCTylla H
IpefOCTAaBNIEHNe JOCTyna K JIOHONHUTENLHEIM uadOpPMALOBHEIX pecypcaM, B
0BSI3aTENBHOM TOPSIKE, AOJDKHO COIIACOBBIBATBCA ¢ OTBETCTBEHHBIM 33 OPraHH3aliio

. 06pabOoTKH NNepPCOHANBHEIX JAHHBIX;

—  Pyxoeogurens Ammapara [lapnamenra KBP umeer npasa Ha IIPOCMOTP

HH(bOpMaI.IPIH CBOMX IOAYHHEHHBIX TOJNBKO B YCTaHOBJIEHHBIX npeneiax B COOTBETCTBHH .

CO CBOMMH JOJDKHOCTHBIMY 00A3aHHOCTAMH.

Bce COTpYOHHKM IapjiaMeHTa U 0GCIYKUBAIOLIHE NEPCOHAN, ROJDKHEl HECTH
[epCOHANBHYI0 OTBETCTBEHHOCTh 33 HAPYUICHUS YCTAHOBIICHHOTO nopsjxa o6paboTKH
epCOHANBHEIX JaHHBIX, IPABHJI XPaHEHHH, ACTIONL30BAHNA H mepejadd, HaXOMAIHUXCA B
MIX pACIIOPSDKEHHH 3aIIHIIAeMbIX peCYpPCOB CHCTEMEL. KaxnuIi coTpyAHHK (pH npueme
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Ha paboTy) DOJDKeH IOAMHUCHIBATH 0053aTeNbCTBO O cOOIIOZEHHH H OTBETCTBEHHOCTH 32
HApyIleHWe YCTAHOBJNCHHBIX TPeOOBAaHMH IO COXPAHEHMIO I€pCOHANBHBIX IaHHBIX
HapJiaMeHTa.

O6paboTka NEPCOHANBHBIX JAAHHBIX B KOMIIOHEHTaX HH(OPMAIUOHHBIX CHCTEM
mapjaMedTa  JOIDKHA — NPOM3BOAUTECA B COOTBETCTBMM C  YTBEDXIEHHBIMHU
TeXHOJOTHYECKUMHM HHCTPYKIHAMA. _

6.8. PeryaMeHTalys IpoleccoB oOCTyXHBaHHA H OCYIIECTBICHHA MozxubHKaIHHA
armapaTHBIX X IPOrPaMMHBIX PECYPCOB ,

B neisx NOANEpXaHHS DekuMMa HHGOpMalHOHHOH 6e30MacHOCTH AaNNapaTHo-
TIporpaMMHas KOHQUrypanusd aBTOMaTH3HPOBAHHBIX pabodnMx MecT COTPYXHHKOB
napnamenTa, ¢ KOTOPHIX BO3MOXEH JOCTYIl K pecypcaM HHGbOPMAIMOHHOM CHCTEME,
IOJDKHA  COOTBETCTBOBATH  KPYIY  BO3IOXEHHHX Ha  JIGHHBIX [OJIB30BaTENICH
(bYHKLHOBANBHEIX 00s3aHHOCTEH.

B xoMmoHedTax HHOPMAIHOHHOM CHCTEMEI H Ha pabourx MecTax IoNb30BaTeNeH
JOJDKHE! YCTAHABIMBATECSH U HCIIONb30BATHCS JIMIIEH3MOHHBIE TIPOTPaMMHBIE CPEACTBA.

6.9. OfecrieucHHe ¥ KOHTPONb GHU3HYECKOH [EIOCTHOCTH (HEH3MEeHHOCTH
KOH(HIYPALHHY) alTapaTHBIX PecypcoB

OGopyzmoBaEKe HMHOPMAIMOHHBIX CHCTEM, HCIONBE3yeMOe UL JocTyna ¥
XpaHeHds IEPCOHANBHBIX AaHHBIX, K KOTOPOMY AOCTYH 06CITy’)KHBRIOINETO TIepCOHANa B
Tpoilecce SKCIUIyaTallMH He Tpebyercs, TocHe HANafOIHBIX, PEMOHTHBIX M MHBIX pabor,
CBS3AHHEIX C HOCTYIIOM K ero KOMIIOHEHTaM HOJDKHO 3aKpBIBATECA.

6.10.  IloxGop u HOArOTOBKA NepcoHana, obyJenue I0JIb30BaTENeH

Ilonp3oBaTeny HHGOPMAIMOHHBIX CHCTEM NapiaMeHTa, a TaloKe DPYKOBOZSIIHK H
OBCITyKMBAIOIIMH IIepCOHAN  JIOJDKHBI 6LITh O3HAKOMJIEHEI €O CBOMM YPOBHEM
TIOMHOMOHMI, & TaKxe opraHH3a1moHHo-pacnopﬂ)mTeJILHoﬁ, HOPMATHBHOH, TEXHAIECKOH
¥ SKCINTyaTAINMOHHOM JOKyMeHTallHeH, onpenengomelt TpeGoBaHMi M MOPAROX
'06paGoTKH NEPCOHANBHBIX aHHBIX B IapIIaMCHTE. B

OGecredeHde 6e30MacHOCTH TIEPCOHANBHBIX [JAHHBIX BO3MOXHO TOJNBKO IIOCHE
BEIpabOTKH Y MONB30BaTENEH ompeneNneHHoH KyIbTypHl paboThl, T-€. HOpM, o6s3aTeNbHBIX
JUIS MCTIONHEHHs BCeMH, K10 paforaet ¢ MHGOPMALHOHHEIME pECYpCcaMy MapilaMeHTa. K
TAKHM HOpMaM MOXXHO OTHECTH 3alpelICHHE JNEOGBIX YMBIILTEHHBIX MM HEYMBIITEHHBIX
nedCTBHH, KOTOpEE HAapyIIAOT HOPMANLHYIO paboTy KOMIIOHEHTOB MH(OPMAIMOHHEIX
CHCTeM IIapIaMeHTa, BBI3HIBAIOT JOTIONHHTCIBHBIE 3aTpaThi Pecypcob, HapyLIaioT
1eJIOCTHOCTE XpaHEMO# M 0O6pabGaTbiBacMOH MEGOpPMALlHY, HapYyIIaroT HHTEPECH!
33KOHHEIX TTONb30BaTeNeil, BIANeBbIER I COOCTBEHHHKOB.

Bce mONB30BATENM HEGOPMALUOHHBIX CHCTEM HaplaMmeHTa JOJDKHEL OBITE
03HAKOMIEHB! ¢ OPTAHHU3ALMOHHO - PACTIOPANUTENEHEIMU TOKYMEHTAMH 110 obecIedeHHI0
6e30aCHOCTH IEPCOHANBHBIX JaHHBIX IaplaMeHTa, B JacTH, HX Kacarouesics, HOJKHEL
3HaTh M HEYKOCHHTEeNHHO BBHIIONHATE HHCTPYKIMM H 3HATE obmue 0043aHHOCTH 10
oBecIedeHMIO Ge30IaCHOCTH epCOHANBHBIX JAHHBIX. JloBeeHHe TpeGoBaHHH yKa3aHHBIX
IOKYMEHTOB JIO JIMII, JONMYIMEHHBIX K o6paboTke 3alMIAEMbIX EPCOHAIBHBIX NAHHBIX,
JOJDKHO OCYINECTBIATHCS IOJ, POCIHCE.

6.11. OTBETCTBEHHOCTH 3a HapyIeHUs YCTaHOBJICHHOTO JIOPSAKa MOIb30BaHIA

" pecypcamy HEGQOPMAIOHHO CHCTEMEI IapIaMeHTa




14

Mepa OTBETCTBEHHOCTH IIEpCOHANA 32 HEHCTBHA, COBEPIICHHBIE B HApyIICHHe
YCTAHOBJIEHHBIX TIPaBH obecredenis Ge3onacHoR paboThl ¢ epCOHaNBHEIMA JAHHBIMH,
IOJDKHA OTPENeNIATECA HaHECEHHBIM yllepOGoM, HauuuueM 3710r0 yMbICTa H JPYrMMH
(hakTOpaMH 0 YCMOTPEHHIO DYKOBOJCTBA NapJaMeHTa.

s, pealM3allii NPHHIHANA [IEPCOHANBHON OTBETCTBEHHOCTH MONB3OBATENeH: 32
CBOH NeHcTBHI HEOOXOIHMEIL:

—  HHOWBHAyaNbHAs HASHTUQHKAIMA NONb30BaTeNed ¥ HMHUIMHPOBAHHBEIX HMHM
IpOLECCOB, T.e. YCTaHOBIIEHHE 33 HHMH nnentuduxaropa (login, Username), Ha Gase
KOTOpOro 6yZeT OCYILIECTBIATECA pasrpaHHdIeHHe JOCTyIa B COOTBETCTBIH C HPHEIHUIOM
060CHOBAHHOCTH JIOCTYIIa;

—  IpoBepKa IIOUIMHHOCTH IIONb30BaTelNeH (ayTeHTHHKANMsI) Ha OCHOBE
IIapoei;

— peakuus Ha IIOIBITKU HeCaHKIHOHUPOBAHHOIO JOCTYNa (CHIHATH3aLHA,
6JIOKUPOBKA ¥ T.1I.). .

6.12. Cpexnctsa obecrievenss 6e301aCHOCTH HEPCOHATBHBIX AHHBIX

Iing obecredenuss WHGOPMAIHOHHOH 0e30MacHOCTH IapiiaMeHTa HCIONb3YHOTCA
clIeyOIHe CPeICTBa 3aLIHTh]:

—  (u3HYecKHe CPE/ICTBa,

—  TeXHWYecKHe CpeliCTBa;

—  cpencTBa MIEHTH(HKAIMH M ayTeHTH(UKAIHH IIOJIB30BATENEH,;

—  cpelcTBa pasrpaHM9eHus JOCTYIa,

—  cpexcTBa obecredeH A H KOHTPOILT IEIOCTHOCTH,

—  CpencTBa OIEpaTHBHOTO KOHTPOIL M PEerHCTPAIlHH coOpITuit 6e30NaCHOCTH.

CpezicTsa 3alIUTEl DOJIKHEI IIPHMEHATECA KO BCEM pecypcaM HH(OpMAIHOHHEIX
CHCTeM HapllaMeHTa, He3aBHCHMO OT HX BHIA H (OPMB! IMPECTaBIeHH HE(OpMallMU B
HHX.

6.12.1. dusHaeckue CpeacTBa 3aITUTHl

dusuuecKkue Mepsl 3aIOUTH OCHOBaHbl Ha IPHMCHEHHH pasHOro poia
MEXaHHIEeCKHX, MEKTPOHHBIX MIIH 3eKTPOHHO-MEXaHNIeCKUX YCTPOMCTB H COOPYXEHHIH,
CYIeLMANLHO ITpeAHa3HAYEHHBIX I CO3MAHMS PH3HHIeCKIX IpensTCTBIM Ha BO3MOXKHBIX
IyTSX NPOHHKHOBEHHA M JOCTyNa MOTEHIHMAJIBHBIX HapywmuTeled K KOMIIOHEHTaM
CUCTeMBI M 3aIIFIIaeMBIM IIEPCOHANBHBIM JAHHBIM, a TaKKE TEXHHIECKHX CPEACTB
BH3YaIbHOTO HaGIrOEH s, CBA3M M OXPaHHOH CUTHAIM3AIMH.

Ilns obecredenyus ¢usmueckold ©Ge30MacHOCTH KOMIIOHEHTOB HHQOpPMAIMOHHOH
CHCTEMSB! TIapJJaMeHTa He0OXOXKMO OCYIECTBIATh PAX OPraHU3alHOHHBIX H TEXHIICCKHX
MEpONpHATHY, BKIIOYAIONMX: IPOBEPKY OOOPYHOBaHMSA, MPEAHASHAYCHHOro AIA
06paGOTKH NepCOHANbHEIX JaHHBIX, Ha:

—  HaTHYMe CHelHANbHO BHEAPEHHEIX 3aKIIaIHEIX YCTPOHCTB;

—  BBeJeHHE JONOJHHUTENbHBIX OrpaHMYeHHH IO JOCTyHy B IOMENICHHA,
npejHa3HaueHHHIE I XPAaHEeHHS 1 06paBOTKH MepCOHANBHEIX HaHHBIX; '

—  ofopymoBaHHe CHCTEM HH(OPMATH3AUMH YCTPOHCTBAMH 3alUMTEL OT cboes
SNIEKTPONHUTAHUS U TIOMEX B JIMHHAX CBA3H.

6.12.2. TexHHUYecKHe CPEICTBA 3aALIHTEH]
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Texuuueckpe  (anmapaTHO-IPOrpaMMHBIE) Mephl  3alMTBl  OCHOBAHKI  Ha
HCIONB30BAHHE Pa3lUYHbIX SNEKTPOHHEIX YCTPOHCTB H CHEIMANBHEIX Nporpamm M
BEITONHAIOMIKEX (CAMOCTOATEABHO MM B KOMILIEKCE C IPYTHMHM CPeACTBaMu) QyHKUuH
3aIUTEl (MOEHTHOUKALRIO W ayTeHTH(UKALMIO [0JIb30BaTeNed, pasTpaHiyeHne 10CTyIIa
K pecypcaM, periCTpaLuio CoBBITHH, KPHITOrpadHIeCcKoe 3aKpEITHE HHGOPMALHH | T.X.).

C yueroM Bcex TpebOBaHMH U INPHHIMIIOB OOecreyeHHs 0e301acHOCTH
[IEPCOHANBHBIX JAHHBIX IO BCEM HANpPAaBIEHHSIM 3alIMTHl B COCTAB CHCTEMBI 3ailATEI
JIOJDKHBI OBITE BKIIOYEHB! CIEAYIOIHE CpeACTRa:

—  CpelCcTBa pasrpaHMYEHHs JOCTyIa K AaHHBIM;

—  CpeJncTBa PETHCTPAIMH JOCTYNA K KOMIIOHEHTaM HHQOPMAIMOHHOH CHCTEMEI B
KOHTPOJIA 32 HCIIONB30BaHNeM UH(OpMaLHH;

—~ cpeicTBa pearMpoBaHMA Ha HAapymeHHi pexuMa HH(pOpMaIMOHHOH
0e30I1aCHOCTH.

Ha TexHMYECKHe CpeJCTBa 3allUThl BO3JAraeTcs peleHHe CIeAyIoMuX OCHOBRBIX
3ajad:

—  upeHTHOHUKAIHEL U ayTeHTHGUKAUMA MONB30OBaTeNel IpH OMOIIM MMEH HIM
CIeNUANBEEIX ANNapaTHEX cpencts (Advantor, Touch Memory, Smart Card u T.11.);

—  pernaMeHTalls M YUpasleHHe JOCTYIIOM nonb3oBaTeNiel B IOMEHICHHA, K
(H3MUECKHM H JIOTHIECKHM YCTPOHCcTBaM;

—  3amWTa OT MPOHHKHOBEHHMA KOMIILIOTEPHBIX BHPYCOB M DaspyIHTCIBHOIO
BO31elCTBHA BpeNOHOCHBIX IIPOTrPaMM; '

—  permcTpamus BeeX AeHCTBHI monb3oBaTelld B 32lUINEHHOM XypPHAIIE, HANNIAe
HECKOJBKHUX YpOBHeH perucTpalluy; :

—  3amuTa JAaHHBIX CHCTEMB! 3alUTHl Ha (aimoBoM cepeepe OT JLOCTyId
IOb30BaTeNel, B UbH JOIDKHOCTHBlE OOA32HHOCTH He BXOAUT paboTa ¢ HHbOpPMAaITHH, -
HaxonAIeHcs Ha HeM.

6.12.3. CpexncrBa HAEHTHQHKAMHA H ayTeHTH(GHKALMH [ToNb30BaTeleH

B memix NpemnorBpauleHus paboTel ¢ pecypcaMu HHGOPMALMOHHEIX CHCTEM
[apilaMeHTa NOCTOPOHHMX JHI HEOOXONHUMO 0DecIequTh BOSMOXKHOCTE pACTIOSHABAHILT
KQKAOro JIEraJbHOIO IOJIb30BaTeld (MM TpYIHI nons3oBateneit). Jmd HOCHTHQUKAIAN
MOTYT TPHMEHSTHCS DAsMIYHOr0 pOAa YCTPOHCTBA: MATHMTHBIE KapTOUKH, IIHOHH,
KITIOYEBBIE BCTABKH, AKCKETHI H T.I1. . '

AyrenTadukanus (MOATBEpPKIOCHHE [OMTMHHOCTH) TONB30BATENEeH Taloke MOXET
OCYIIECTBILATHCA:

—  myTeM IpOBEpKM HAIHIMA Y IOJb30BaTeNek Kakux-TH00 cHelHalbHBIX
yCTpOMCTB (MArHHTHBIX KapTOYeK, KiIoyeH, KI04EBEIX BCTaBOK U T.L.);

—  IIyTeM IpPOBEPKH 3HAHHKs HMHU [1apONeH;

—  IIyTeM NpOBEpKH YHHKaNbHBIX (H3WYECKHX -XapaKTepHCTHK ¥ [apaMeTpoB
caMEX TIOJB30BaTenell IPH TOMOLIM CIEIMaNbHbiX GHOMETPHYECKHX YCTPOHCTS.

6.12.4. CpencTBa pasrpaHHYeHHS HOCTYyIIa

30HBI OTBETCTBEHHOCTH M 3aJadyd KOHKDETHBIX TEXHHYECKHX CPENCTB 3aIidTEl
YCTAHARJIMBAIOTCS HCXOIA M3 HX BO3MOXKHOCTEH H SKCITyaTALHOHHBIX X4paKTepHCTHK,

OIJHUCaHHBIX B NOKYMEHTAIHHA Ha NaHHBIC CpeacTBa.
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TexHMuecKHe CpeCTBa pasrpaHUyeHHs AOCTYyIa AOIKHBI 10 BO3MOXHOCTH OBITH
COCTABHOM YacThIO €MMHOMN CHUCTEMBI KOHTPOJIA AOCTYIIa.

—  Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

— B OTJENbHBIE TOMEIIEHNS,;

— K KOMIIOHEHTaM HH()OPMALIHOHHOM Cpe/Ibl HaplaMeHTa 1 JJICMEHTaM CHCTEME]
3aIUTH] NEPCOHANBHEIX JAHHBIX (Qusmrieckuit IOCTYTL);

— K uHGPOpPMAILMOHHEIM pecypcaM (HOKYMEHTaM, HOCHTENAM HHbOpMaLKH,
chafinam, HabopaM J@aHHBIX, apXHBaM, CIIPABKaM H T.1.);

— K aKTHBHBIM pecypcaM (IpHKJIaTHBIM NIpOrpaMMan, 3aziaiaMm 1 T.IL.);

— K OIepaIMOHHON CHCTEMe, CHCTEeMHBIM IPOTpaMMaM H [IpOrpaMMam 3aIIUTHL.

6.12.5. Cpencra obecniedeHHs. ¥ KOHTPOJIA LENOCTHOCTH

Cpenctsa ofecmedeHds UENOCTHOCTH BKIIOHAOT B cBOM cOCTaB CpeIcTBa
pe3epBHOT0  KOIMpPOBAHMA,  [POrpaMMbl AHTHBUPYCHOH  3aINUTHl, I[POTPAMMBEI
BOCCTAHOBNEHHS IEJOCTHOCTH OEpallHOHHOH cpefibl i 6a3 NAaHHBIX.

CpezctBa KOHTpOIS — IEIOCTHOCTH HHQOPMALIHOHHBEIX ~ PECypcoB  CHCTEM
IpeBasHadeHsl U CBOSBPEMEHHOTO obHapyxeHus MOIMQHKAIMH HIM HCKOKCHHA
pecypcoB cHcTeMbl. OHE MO3BOILIOT 06eceynTs NPaBUIBHOCTD (GYHKIMOHHPOBAHHS
CHCTEMBI 3aIIATH M LEJIOCTHOCTS XpaHEMO# i o6pabaTsiBacMOR uHbOpMAalHH.

KOHTpONH NEAOCTHOCTH MHGOPMAIMK M CPEACTB 3allHTHl, C ICIRI0 obecredeHHs
HeH3MEHHOCTH UHGOPMaIMOHHOH Cpelbl, oIpeeNaeMol IPeTyCMOTPEHHON TEXHONOTHEH
06paboTKH, ¥ 3aIMUTEl OT HeCaHKIIHOHUPOBAHHOH MOTHU(GHKAIMH NEPCOHANBHBIX AAHHbIX
HOIKeH o0ecredrBaThCs: :

—  cpelCTBaMH pasrpaHMHEHMA JOCTyIa (B mToMemeHMs, K INOKyMeHTaM, X
HocuTelM HEGOpPMAIIHH, K CepBepaM, JTOTHIECKHM ycTpoiicTBaM H T.IL);

—  CpeAcTBaMHM dJIEKTPOHHOH NONTIHCH;

— cpexcTBaMH  TIOACYETa  KOHTPONBHEIX — CYMM (ons  HCTONB3yeMOro
IPOrpaMMHOTO oecreveH ).

6.12.6. - CpencrBa OIEPaTHBHOTO KOHTPOIX H pErUCTpamuy  COOBITHHA
6e301aCHOCTH

CpeacTBa OOBEKTHBHOTO KOHTPOISL JOJLKHEL obecrieurBath OOHapyxeHHe H
PETHCTPAIHIO BCEX COOBITHH (meficTauil moNB30BATENEH, MOMBITOX HCJ u T.I..), XOTOpEIE
MOTYT IIOBNEYb 32 CODOM HapymeHue 6e30aCHOCTH ¥ INPHBECTH K BO3HHKHOBEHHIO
KPH3UCHBIX CHTyallMH. AHamus coOpaHHOM CcpeAcTBaMH perdcTpaliy HHGbOpMalMH
[103BOJISET BEISBUTH (aKThI COBEPIIEHHs HapYIIeHHH, UX XapakTep, NOJICKasaTh METOJ| ero
pacclef0BaHMA H CIOCOOB! MOMCKA HapyIMHUTENS 1 ucnpasneHus curyauud. Cpencrsa
KOHTPOJIA B PETUCTPAIIAN JOJDKHEL IPENOCTABIATE BOSMOKHOCTH:

— BemeHWs M aHal{3a JKYpHAIOB PpErUcTpalyH coObITHH 0e30MacHOCTH
(CHCTEMHBIX XYPHATOB); :

— ToxydeHuWs TBEpHOH KOIHK (meyarn) KypHana perucTpanuy COOBITHH
6e30IaCHOCTH,;

—  ynops;oYeHHs XyPHANOB, a TaKKe yCTAHOBJEHHA OrpaHMYeHMH Ha CPOX HX
XpaHeHHus;

~  ONepaTHBHOIO ONOBEIEHHA OTBETCTBEHHOTO 32 oprauzaiuio o6paGoTKn
TepcOHaNBHBIX NAHHbIX 0 HAPYIUICHIAX.
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[lpu permcrpamup coGbITHH 6e30NaCHOCTH B JXypHANE JOJDKHA (pHKCHPOBATRCA
clrenyromas uHbopMalui:

—  1aTa ¥ BpeMa COOBITHS,

—  uneHTHOHKATOP CyOBEKTa, OCYIECTRILIIOIIErO PEruCTpUpyeMoe IeiicTBHE;

— . qeficTBue (THI JOCTYNA). '

6.13. KouTponb 3¢eKTHBHOCTH CHCTEMBI 3L THL

Kourtpons 30G}eKTHBHOCTH 3alIATHl NEPCOHANBHBIX NAaHHBIX OCYIIECTBIIETCH C
IeNbI0 CBOEBPEMEHHOTO BBISBIECHHA X MPENOTBPALICHHS YTEYKH NEPCOHAIBHBIX AaHHBIX
3a cYeT HEeCaHKIMOHHPOBAaHHOIO IOCTYMa, a TakXke IpeXyNpPeXIeHHd BO3MOXHBIX
CreMANTBHEIX BO3NEHCTBHM, HAaOpaBIeHHEIX HA YHHYTOXEHME IEPCOHAILHBIX NaHHBIX,
paspyIIenue CpeACcTB HHpopMaTH3alpy. KOHTPOJIE MOKET IIPOBOAHTECS HPHBICKAEMBEIMH
JUISL 3TOH LeNH OpraHu3alisIMK, HMEIOIIMMH THUEH3MIO Ha 9TOT BHJ| AeATCNBHOCTH.

Onenxa 3QGEKTHBHOCTA Mep 3alllUTHl [EPCOHANBHBIX MNAHHBIX IPOBOAUTCA C
HCIIONB30BAaHMEM TEXHMYECKMX H [POTPAMMHBIX CpeICTB KOHTPOIS Ha IPEeAMET
COOTBETCTBHSA YCTAHOBIEHHEIM TPeOOBaHIAM.



